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Enterprise Systems Management

We design, install, and manage complex, mission-critical enterprise 
systems for our customers, increasing the reliability, security, and 
efficiency of their IT operations while meeting stringent mission 
requirements. As part of our overall network operation and man-
agement services, we continually analyze and monitor enterprise 
system components and create systems that can adapt to rapidly 
changing needs. We employ a knowledge-centric service delivery 
assurance methodology designed to keep customer mission-critical 
systems at peak performance. This methodology utilizes network 
and traffic simulations to identify potential changes in performance 
or possible security issues within a particular network, allowing our 
engineers to protect customers’ systems and data. Our network 
engineers are trained and certified in the leading commercial 
enterprise tools and combine that knowledge with our techniques, 
experience, and processes to deliver solutions to our customers. 
Our enterprise systems management services include the following:

Infrastructure and Enterprise Systems Management•	
Infrastructure Operations and Management•	
Outsourcing and Managed Services•	
Infrastructure Consolidation and Modernization•	
Application and Network Management•	
Application and Business System Performance Measures•	
Network Design, Implementation, and Migration•	
Network Monitoring and Performance Evaluation•	

Network Engineering

We offer a full lifecycle of network engineering services to our 
customers from the initial requirements analysis and network 
design through solutions implementation and testing, including 

designing disaster recovery contingency plans. Our network 
engineering capabilities include architecture development, design, 
implementation, configuration, and operation of LANs, MANs, and 
WANs. Our extensive experience providing the following network 
engineering services for Federal Government customers allows 
us to rapidly identify potential bottlenecks, security threats, and 
vulnerabilities, as well as address these potential issues with 
cost-effective solutions:

Architecture Development and Design•	
Disaster Response Planning and Recovery•	
Installation, Test, and Evaluation•	
Network Configuration•	
Network Security Evaluation•	
Protocol and Topology Selection•	
Reliability and Contingency Assessment•	
Requirements Analysis•	
Routing Design•	
Vulnerability Assessment•	

Information Assurance

We offer information assurance (IA) solutions to secure enterprise 
systems and networks with particular expertise in protecting IT 
infrastructures for our customers who operate in classified environ-
ments. We design, configure, and deploy security architectures 
based on assessments of our customers’ current and future IT 
needs, mission objectives, and regulatory requirements, in addition 
to specific threats from unauthorized users. In connection with 
implementing tailored architectures, we help define and implement 
IA policies, procedures, and guidelines to ensure effective 
future IT planning. Our highly skilled and accredited employees 
research and implement security policies, provide technical 
support, and develop comprehensive security assessment plans. 
We also identify potential threats and vulnerabilities and design 
and implement corrective action plans that employ advanced 
technologies, such as encryption, digital signatures, and firewalls, 
using both commercial-off-the-shelf (COTS) and custom security 
and software solutions. Our IA services include the following:

Intrusion Detection System/Intrusion Prevention •	
Development
Certification and Accreditation•	
Policy and Procedures Development•	
Products Evaluation and Integration•	
Public Key Infrastructure (PKI) Implementation•	
Risk and Threat Assessment•	
Security Awareness and Training•	
Security Test and Evaluation•	

About NCI

NCI is a leading provider of information technology (IT), 
engineering, and professional services and solutions to U.S. 
Federal Government agencies. As an ISO 9001:2000-certified 
company, NCI’s award-winning expertise encompasses areas 
critical to its customers’ mission objectives, including enterprise 
systems management; network engineering; information 
assurance; systems engineering and integration; program 
management, acquisition, and lifecycle support; engineering 
and logistics; medical transformation/health IT; and distance 
learning and training solutions. Headquartered in Reston, 
Virginia, NCI has approximately 2,300 employees and nearly 
100 locations worldwide.
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Systems Engineering and Integration

We provide a full range of systems engineering and integration services to 
our customers. Initially, we leverage our business process reengineering 
skills to analyze the activities, roles, and objectives of a proposed IT 
system or solution. Based on this analysis, we integrate advanced 
technologies with our customers’ legacy systems to improve their 
operational efficiency and increase our customers’ returns on IT invest-
ments. Our systems engineering and integration services include:

Database Design•	
Enterprise Portal Implementation•	
Integration, Test, and Evaluation•	
Legacy System Integration•	
Project Planning and Management•	
Requirements Definition•	

Program Management, Acquisition,  
and Lifecycle Support

NCI provides a full range of program management, acquisition, and 
lifecycle support services to our clients. As an integral part of our 
professional services portfolio, we are at the forefront of integrating 
acquisition, logistics, engineering, and technology disciplines into 
a comprehensive lifecycle management approach. Our approach 
strives to continually improve the process of developing, procuring, 
and sustaining our customers’ systems to achieve their overarching 
goals of transformation, consolidation, and efficiency. We combine 
deep functional and technical expertise to deliver full lifecycle support 
capabilities, including:

Acquisition Management and Logistics•	
Program and Portfolio Management•	
Test and Evaluation•	
Systems Engineering and Technical Support•	
Studies and Capabilities Analysis•	
Financial Management•	
Security Management•	
Training•	
Risk Management•	

Engineering and Logistics

We offer a wide array of professional engineering, logistics, and 
supportability services. We employ experienced, multidisciplinary 
engineering and logistics teams to solve some of our customer’s 
most challenging fielded systems problems. By tailoring our 
engineering and logistics specialties for our customers, NCI 
reduces customer costs while increasing fielded-system capabilities 
and improving mission readiness. Our engineering and logistics 
capabilities include:

Engineering—mechanical, electrical, software, research •	
and development, and hard engineering specialties
Supply Chain Management—DMSMS, obsolescence •	
resolution, and material management and sourcing
Product Support—acquisition planning, systems •	
engineering, maintenance management, OSS&E, and 
technical data management

Medical Transformation/Health IT

By combining comprehensive DoD medical business acumen 
with relevant IT, NCI has become a leader in DoD medical logistics 
transformation field. We blend deep functional subject-matter 
expertise with diverse technical talent, including public health experts, 
health care administrators, network engineers, medical trainers, IT 
specialists, bioenvironmental engineers, aerospace physiologists, and 
physicians. Our capabilities and infrastructure support all aspects of 
medical transformation and health IT, including:

Strategic Planning/Consulting•	
Access-to-Care•	
Data/System Consolidation, Migration, and •	
Modernization
Doctrine/Policy Development•	
Occupational, Environmental, and Population•	
Health Programs•	
Preparedness and Contingency Planning•	
Aeromedical Evaluation, Combat Casualty Care•	
Medical Education and Training•	

Distance Learning and Training

By efficiently tailoring comprehensive instructional science, NCI solves 
our customers’ most complex challenges and delivers increased 
productivity while improving organizational agility. We offer a full 
range of learning capabilities to increase performance and identify 
the most cost-effective strategies to meet the unique training needs of 
Federal Government, U.S. Military, and Fortune 500 companies. Our 
solutions leverage our breadth of experience to support customers 
in transitioning from traditional classroom courses to e-Learning 
initiatives. NCI’s training services include:

Learning Strategy Consulting•	
Custom Courseware Development•	
Distributed Learning Systems•	
Distance Learning, Training, and Educational Products•	
Learning Management Systems•	
Courseware Standards Compliance•	
Instructional Systems Design•	
Certified Information Security Training•	
On-Site Support and Implementation•	
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